Delaware Cyber Security Advisory Council (CSAC)

September 23, 2020 9:00 AM

Delaware Cyber Security Advisory Council (CSAC) Mission Statement
The Delaware Cyber Security Advisory Council is a cross-sector group that explores and promotes best
practices to prepare for and prevent cyber security events, makes collaborative recommendations for effective response to such
events, and makes recommendations regarding training and resources necessary to drive a culture of cyber preparedness to the
citizens, businesses, and organizations that live and operate in the State of Delaware.

Location: Virtual WebEX Meeting
Type of Meeting: CSAC Meeting
Meeting Facilitator: Acting CIO Jason Clarke

Member Attendance: Solomon Adote, CSO, State of Delaware
Nii Attoh-Okine, Director, Cyber Security Initiative, University of Delaware
David Bell, Manager CSOC System Engineering Team, Exelon
Jason Christman, Colonel, Delaware National Guard
Jason Clarke, Acting CIO, State of Delaware
Richard Gowen, Network Security Principal Engineer, Verizon
Jason Hale, President, Delaware Association of School Administration
Michael Hojnicki, Chief of Technology and Administrative Services, New Castle County
Ken Kelemen, Deputy State Court Administrator IS Manager, State of Delaware
Mike Maksymow, CIO, Beebe Healthcare
Joshua Bushweller, Captain, Delaware State Police
Dr. Marwan Rasamny, Department Chair, Delaware State University
Al Schall, Director, Delaware Emergency Management Agency
Georgia Simpson, Director of Information Technology, Middlesex Water Company
Eric Smith, Executive Director, JP Morgan Chase
Christian Wright, Director, Consumer Protection of the Department of Justice

Others in Attendance:
Anthony Albence
Sandra Alexander
Franco Cappa

Michele Churchman
Aleine Cohen

Trevor Fulmer

Lori Gorman

Shannon Keenan
Chris Menge

Greg Mrozeck

Chris Ramos

Lu Rovira

Steve Spillman
Heather Volkomer
Andy Weisskopf John Williams




Minutes:

1.

6.

7.

Welcome and Introductions

Jason introduce himself as the acting CIO. He has been involved in the past with prepping legislation
surrounding this council.

Review and approval of last meeting minutes — Solomon/Marwan made motions and members approved.

Chairperson Update

CSAM virtual event updates provided. Event is on Digiknow website and will be available October 1 at
12pm.

Election Security Presentation

a. Delaware election security presentation provided by State Election Commissioner Anthony
Albence and Chris Ramos. Presentation is available on eBoard.

b. Federal election security presentation provided by DHS IO Luis Rovira, CISA Cyber Security
Advisor Franco Cappa and FBI Special Agent Greg Mrozek. Presentation is available on eBoard.

DCSAC Logo Review
a. Sandra reviewed design with Council Members

b. Marwan/Ken made motions to move to vote on the logo. Numbers next to members’ names
represent preferred logo option.

e Solomon Adote, CSO, State of Delaware 2

e Nii Attoh-Okine, Director, Cyber Security Initiative, University of Delaware 2

e David Bell, Manager CSOC System Engineering Team, Exelon 1

e Jason Christman, Colonel, Delaware National Guard 2

e Jason Clarke, Acting CIO, State of Delaware 1

e Richard Gowen, Network Security Principal Engineer, Verizon 2

e  Michael Hojnicki, Chief of Technology and Administrative Services, New Castle County 1
o Ken Kelemen, Deputy State Court Administrator IS Manager, State of Delaware 2
o Mike Maksymow, CIO, Beebe Healthcare 1

e Joshua Bushweller, Captain, Delaware State Police 2

e  Dr. Marwan Rasamny, Department Chair, Delaware State University 2

e Al Schall, Director, Delaware Emergency Management Agency 2

e  Christian Wright, Director, Consumer Protection of the Department of Justice 1
e  Georgia Simpson 2

Option #2 will be the DCSAC logo based on the majority. The logo has been requested to be
distributed to members.

Cyber Hygiene Update

Reviewed one updated Cyber Hygiene Essentials product that has been under development by
DCSAC members and DTl from prior meetings. The logo will be added to the bottom left-hand
side and then finalized. The graphic is available on the DCSAC website. Add loT links from other
areas of DigiKnow site to the DCSAC website.

Cyber Security Events/Exercises

a. DCSAC Member report on applicable exercises




Cyber Storm Update — Georgia Simpson, Middlesex Water monitored as an observer. As an
observer, you have access to the Looking Glass tool that disseminates information out into the
exercise environment. The flexibility of being an observer depends on the amount of effort
individual organizations can prep through TTX-type exercises including design of events and
expected response. In the past as a participating organization, they were provided injects to see
how the organization responds.

Secure Delaware Update — Sandra Alexander provided information on the virtual format, date,
time, topics, and registration steps for the 2020 Secure Delaware event. Anyone who attended
last year should have received an email with registration details. DCSAC members will also receive
an email with those registration details. More information can be found on the Digiknow website
under events.

Event to be held from 8:30am-1pm. Vendors will be available all day. There will be two keynote
presentations and two breakout sessions with four presentations for each breakout session.

8. New Business —None
9. Public Comment —

By Steve Stillman - Lu did a great job covering DHS/FBI election roles. Only thing | wanted to add - please
just continuing to share cyber threat information with myself and Greg ASAP. Solomon, your team has
already been doing a great job with this with the various phishing campaigns you've been seeing. Please
continue to do so. There will surely be an uptick in activity as we approach election day.

By Franco Cappa - For more information about CISA resources, feel free to e-mail me directly:
franco.cappa@cisa.dhs.gov. More information can be found at
https://www.cisa.gov/sites/default/files/publications/cisa election-security-resources-guide-Sept-

2020 0.pdf

By Georgia Simpson — Can attest to DHS services they provide that was discussed in the presentations

10. Adjourn — Motions made by Solomon/Georgia




